Abstract-There has been considerable efforts in modelling the semantics of Internet of Things and their specific context. Acquiring and managing metadata related to the physical devices and their surrounding environment becomes challenging due to the dynamic nature of environment. This paper focuses on managing metadata for Internet of Things with the help of crowds. Specifically, the paper proposes a collaborative approach for collecting and maintaining metadata through micro tasks that can be performed using variety of platforms e.g. mobiles, laptops, kiosks, etc. The approach allows non-experts to contribute towards metadata management through micro tasks, therefore resulting in reduced cost and time. Applicability of the proposed approach is demonstrated through a use case implementation for managing sensor metadata for energy management in small buildings.
I. INTRODUCTION
One primary goal of the Internet of Things (IoT) is to enable humans and machines to better understand their surrounding environment, using the information generated by a variety of sensing devices [1] . This understanding is based on three types of data; the data generated by the devices, the data describing the devices, and the data describing the environment [2] . Low cost deployment of sensing devices has become relatively easy with the technical advancements in sensor technologies. However, descriptions of sensing devices still remain a challenge, especially in dynamic environments such as Smart Buildings and Smart Cities. The expertise required for maintaining IoT based systems can become a challenging factor in their successful deployment.
Typically, IoT devices are semantically described in terms of their sensing capabilities. The semantics of the environment are described according to the domain of application [3] . For instance, in the case of Smart Buildings the semantic description may contain data about floors, rooms, windows, etc. Consequently, decision support models are built using the metadata that describes both devices and their environment. Current research efforts have mainly focused on the challenges of interoperability, scalability, and integration for IoT [3] . The dynamism challenge of metadata in IoT has been largely overlooked. With this in mind, we argue that availability of high quality metadata is fundamental to effective decision making within dynamic IoT based environments.
Autonomous management of sensing devices [4] and the self-adaptation of IoT based systems is considered a key research problem in the dynamic environments [5] . In this regard, we propose a collaborative approach for metadata acquisition and management for IoT. In the proposed approach humans located near or around the sensing devices are involved in the management process by outsourcing micro tasks in a crowd sourcing manner [6] .
Human involvement in IoT has been highlighted in research fields such as participatory sensing [7] . The underlying objective is to leverage humans along with sensing devices to monitor an environment and deliver personalized services. The main contributions of this paper are as follows
• A collaborative approach for metadata management through non-experts for IoT based systems.
• A location and availability based approach of task assignment in metadata management for IoT.
• A use case implementation of the proposed approach in the Smart Buildings use case for Energy Management.
The rest of the paper is organized as follows. Section II provides an overview of the proposed collaborative approach for metadata management in IoT systems. Section III describes the location and availability based technique for assignment of tasks to appropriate humans. Section IV details the use case implementation of metadata management system in Smart Building. Section V discusses the implications and limitations of the approach. Section VI summarizes the related research work. Section VII concludes with summary of research findings and future directions.
II. COLLABORATIVE METADATA MANAGEMENT
In following we highlight the main components of a system that implements collaborative management of metadata for IoT systems. We propose that the community of users can contribute towards the management process by performing micro tasks. Fig. 1 illustrates the main components of the system and 
A. Data Management for IoT
The main objective of the Data Management component is to present a clean and consistent view of an IoT environment. This view is generated based three types of information [2] , as described below:
• Sensor observation data is the actual measurements generated by the sensors. For example, a temperature sensor produces measurement of heat levels.
• Sensor metadata is the model that describes the sensors and their capabilities. For instance, the Sensor Modeling Language [8] and the Semantic Sensor Networks Ontology [9] are set of standards developed for representing sensor information in XML 1 and RDF 2 formats, respectively. Contextual metadata describes the environmental context in which sensors are deployed. For instance, a temperature sensor might be deployed in a room of an office building.
• Data processing rules are specified to help standardize the managed data for applications and decision support. These rules can be guidelines for data formatting, mappings between instances, or dependencies between attributes. Sensor observation data is in the form of streams and events that keep changing at a high rate. The metadata and rules may require frequent updates in a dynamic environment, for instance due to installation of additional heater in a room. The rate of change is highest for the sensor data and lowest for the rules, as shown in Fig. 2 . Conversely, the technical expertise required to preform relevant updates is lowest for sensor data and highest for rules. We propose that people with relatively low expertise can be involved in the metadata management process through collaboration. We assume that people in the monitored environment are willing to perform micro tasks voluntarily. Therefore, the Data Management component generates tasks based on the validity of metadata according to the data processing rules. These tasks are then submitted to Task management component for execution.
B. Task Management of IoT
The primary purpose of Task Management component is to provide a middleware for access to the users in the monitored environment. Furthermore, the Task Management is decoupled from the Data Management for the purpose of encapsulation. The three core functions of the Task Management are:
• Task assignment is concerned with matching between tasks and users of the monitored environment [10] . The matching can be based on characteristics of tasks or the specific requirements of tasks in terms of human capabilities of users [11] .
• Task presentation involves rendering of task contents according to the platform used by human participants. A task should be displayed according to the delivery channel used such as mobiles, laptops, kiosks, etc.
• Quality assurance includes ensuring truthful and correct responses of tasks. This can be achieve by assigning same task multiple times or comparing task responses against gold truth data.
In the next section we discuss the specifics of task assignment from the perspective of IoT based environments.
III. TASK ASSIGNMENT
Effective assignment of tasks to appropriate users at right time is critical to dynamic IoT environments. Therefore information about a user's location and availability are required to assign tasks related to devices and "Things" around them. There are a variety of methods for sourcing the location and availability information about users. In this work we propose a mixture of pull and push methods for sourcing participant's location for making assignment decisions.
1) Task pull:
The linkage between physical sensing devices and tasks is made with the help of Quick Response (QR) codes. Fig. 3 illustrates an example of a QR code attached to a sensor. Each QR code represents an encoded URL for the sensor tasks. Resolving the URL through a browser renders the tasks associated with the sensor. Pull based assignment is suited for the situations where the information about sensors and users is not available.
2) Task Push:
The data management tasks can be actively pushed to users in situations where the location and availability information of users is available. To achieve this the Task Management components keeps track of the sensor location information submitted by users and then pushes tasks that require description of sensor surroundings to nearby users.
Whether the pull or push method is used for assignment depends on the data management objective of the task. Therefore data management component must specify the assignment method for tasks, as well as the requirements in terms of human capabilities [11] .
IV. IMPLEMENTATION
We implemented the proposed collaborative approach to demonstrate its applicability in IoT based systems. The implementation was targeted at energy management systems for small commercial buildings [12] . The purpose of an energy management system is gather data from multiple sensors that are deployed in the building to monitor the energy consumption [13] . The energy consumption patterns are further analyzed to take suitable decision for energy optimization.
Our collaborative metadata management implementation was developed to support the energy management system that was deployed in the Digital Enterprise Research Institute (DERI) in National University of Ireland, Galway. The DERI building has approximately 130 occupants including research students and staff. The building comprises 22 office units, 160 open plan workspaces, 6 conference and meeting rooms, 3 kitchens, a data center, a sensor network laboratory, and a café. In total 14 Constrained Application Protocol (CoAP) sensors were deployed in DERI at various locations, with their respective QR codes attached. Fig. 4 shows our collaborative metadata management system implemented for energy management in a small building.
The rest of this section details a linked dataspace, building energy data and micro tasks for energy management, along with results of an experiment to validate our approach.
A. Linked Dataspace for Energy Management
An enterprise energy management system have been developed in DERI based on the principles of Dataspaces, Linked data and Complex Event Processing to enable real-time holistic enterprise energy management [14] . A Dataspace for energy management using supports the coexistence of heterogeneous data sources with an incremental approach for integration. The Linked data enable interoperability between data sources using web-based standards. The inclusion of Complex Event Processing with sensor networks provides support for realtime processing of dynamic and background data for energy situation awareness. These technologies have been combined within a single architecture called the Linked dataspace for Energy Intelligence (LEI) that can be used to build energy management applications. Our collaborative approach based on micro tasks supports the incremental improvement of LEI through collaboration.
B. Building Energy Data
The sensor observation data in this scenario is mainly temperature measurement produced by the CoAP sensors. This data enables optimization of energy usage in the building. However, the decision support models, that use sensor observation data, require high quality metadata in terms of sensor locations and surrounding environment. The following data shows a sensor observation in JSON format: { "sensorId": "coap_sensor_001", "timestamp": "2013-07-14 19:43:37", "reading": "25", "type": "temperature", "unit": "C" } In the scenario required sensor metadata includes entities and their attributes describing sensors and rooms. Each sensor entity was described in terms of its sensing capabilities and location. Each room entity was described in terms of devices such as bulbs, heaters and windows. The states of room devices influenced the energy optimizations decisions. Data processing rules were specified for sensor and room entities to ensure that there were no missing values. According to the specified data rules, human tasks were created on the task management engine described next. The following data describes a sensor and a room in JSON format: Figure 4 . Screenshot of the collaborative metadata management system for energy management in a small building. The green color on the map shows the sensors located with the help of building occupants.
{
"sensorId": "coap_sensor_001", "sensorName": "DERI CoAP Sensor 1", "location": "r112" "platform": "desk" } { "roomId": "r112", "wing": "2nd-floor-south-wing", "lights": 5, "windows": 2, "heaters": 2 }
C. Micro Tasks
We implemented a task management engine that allowed human participants to access tasks from mobiles devices. Table I list the tasks defined in the task management engine. One task collects location information for the sensor with the help of QR code that is attached to the sensor. In this case, participants pull tasks by scanning a QR code and resolving the associated URL. Therefore, QR codes enable the linkage between human tasks and physical sensors.
Once the location of the sensor is submitted by participants, further tasks are pushed to them to collect further metadata about the surrounding environment. There are three tasks that collect information about fluorescent lights, heaters, and windows in the room. Provided that the metadata about sensors and rooms along with the sensor measurements is complete, the energy management system makes recommendation about temperature control in the monitored building.
D. Experiment & Results
We evaluated the implemented system in terms of its utility for collecting high quality metadata about sensors and rooms. The metadata about sensor locations and room characteristics was not available at start of the experiment. This situation simulates the case when its difficult to gather all metadata upfront or the metadata become invalid due to changes in the environment. The objective of the experiment was to use the tasks defined beforehand for collection of metadata through building occupants. For this purpose, the occupants of the building were contacted through email to participate in the experiment. The occupants were asked to look for sensors around them and scan the QR code on the sensors using mobiles phones. Then resolve the URL associated with QR code in a web browser and perform the available task.
The evaluation is based on the comparison of occupant contributed metadata versus gold standard data. The gold standard data was create manually. Table II shows the accuracy of data submitted by occupants of the building, with 5 hours of sending the email for participation. The reported accuracy is based on the data submitted by the first participants for each sensor and room. As can be seen, our approach achieved more than 80% accuracy in describing the sensors and rooms within 5 hours. These results provide preliminary evidence of the applicability of proposed approach. We discuss the limitation of the experiment in next section.
V. DISCUSSION
The main strength of the proposed approach that was observed in the use case implementation as its simplicity. A simple scan of QR code enabled building occupants to make contributions of metadata . In this sense the QR codes and their associated URLs enable the linkage between sensors, metadata tasks, and humans. In addition, the sensor location, submitted by a person, was used to assign further tasks related to the room in which the sensor was located. This enabled delivery of tasks to the right person at the right location. Since some rooms contained more than one sensor the room descriptions were correct although some sensor location were incorrect.
The results indicate the positive potential of collaborative metadata management. However, the suitability and scalability of the approach is yet to be established within different application domains. We observed that the relatively straightforward user interface and short completion time of tasks is important for non-expert contribution. The motivation of aspect of the approach deserves further investigation.
VI. RELATED WORK
The related literature is categorized into three main areas of research: sensor data management, participatory sensing, and context awareness for IoT.
While the core subject of data management in IoT has the data streams generated by sensors [15] there have been some efforts addressing the issue of metadata management. For instance, Dawes et al. [16] developed a wiki based metadata and provenance management system for sensors. Jeung et al. [17] proposed a real-time approach for fusion and management of sensor stream data and metadata. Fortuna et al. [18] compared embedded approaches against middleware approaches for metadata management for IoT. Most of these approaches are expert oriented as compared to our approach that focuses on the inclusion of non-experts through collaboration in metadata management.
Participatory sensing [7] , crowd sensing [6] , and citizen sensing [19] , [20] are similar concepts describing the process of data collection through people. The collected data is generated by people or the mobile devices owned by them. In this case people are considered as the sensing devices. The main objective of these approaches is to utilize humans for sensing the monitored environment. By comparison, our approach utilizes humans for managing the metadata hence it is complementary to the participatory sensing.
Context awareness has been recognized as the major feature of next generation middleware for Internet of Things [21] . Ganz et al. [22] proposed an automated approach of inferring sensor context through association and registration mechanisms. Carrera et al. [23] utilize mobile based information to enable context awareness within crowd sensing. By contrast, our approach proposes context generation and management with the help of people.
VII. CONCLUSION AND FUTURE WORK
This paper addresses the problem of metadata management for IoT based systems in dynamic environments. A collaborative approach is proposed where simple tasks are outsourced to crowds for the management of metadata for sensors and their environment. Specifically, we propose a capability based approach for assignment of tasks to humans based on their location and availability. The applicability of the approach is demonstrated in use case implementation based on energy management system in small office building.
As part of future work we plan to expand the experiment the examine the long term metadata management of IoT. In this regard, the main challenges to be addressed include user interface design, human motivation, task redundancy, etc. A generic human task platforms for variety of tasks in cyberphysical systems is another interesting direction of the research work. For example, if a room is considered to be abnormally cold even when the heating is on then the person nearest to the room can be requested to check if the windows are open.
